	Announcement Title: Security alert: Active email spoofing threat 

	Announcement Category: General 

	Announcement Date: May 29, 2017 

	
Announcement: 

To all users,
 
The Information Security Department warns that Saudi Aramco is actively being targeted by cyber adversaries using social engineering emails. Some of these emails are spoofed, meaning that the sender's address and other parts of the email header are altered to appear as though the email originated from a legitimate Saudi Aramco email account. This is a common method used by hackers to gain the trust of the target and increase the likelihood of a successful cyberattack. These emails often contain malicious links or attachments that, when opened, can compromise computer networks. 
 
Saudi Aramco contractors and vendors should minimize their vulnerability to spoofed emails by implementing a Sender Policy Framework (SPF). SPF is an email validation system designed to detect and block forged or spoofed emails. When an email is sent to a network with SPF checking enabled, the recipient email server validates the sender's domain against the published SPF record. That is, it confirms the IP address of the sending server is on the allowed list for the domain. If it does not match, SPF verification will fail and the spoofed email will be blocked from entering the network. 
 
When implemented and monitored appropriately, SPF can lower the chance of malicious content reaching a network by providing protection against spoofed emails. Hackers use spoofed email to exploit the trust a user has in the sending domain, e.g., aramco.com. The user is much more likely to open a malicious attachment from aramco.com than from a non-aramco domain because of this trust.
 
Your email administrator should enable SPF checking to prevent this threat.
 
How to protect yourself and your organization against email spoofing:
 
· Enable SPF checking immediately by contacting your email administrator.
· When in doubt, and if possible, contact the email sender directly (not by replying to the potentially spoof email) to ensure the legitimacy of the email.
· Always stay vigilant.
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